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ABSTRACT: This paper presents an Unsupervised Threat Detection with Isolation Forest Using Synthetic Data 

System that uses synthetic network traffic and an Isolation Forest unsupervised learning model to detect anomalous 

network behavior. The system generates representative synthetic datasets that incorporate normal and anomalous 

traffic patterns, applies careful preprocessing and feature engineering, and trains an Isolation Forest to isolate 

anomalies without relying on labelled attack signatures. Experimental evaluation on multiple patterns reports model 

performance using accuracy, precision, recall, F1‑score, support, macro average and weighted average results show the 
impact of scaling and feature transformations on detection effectiveness. We discuss limitations such as sensitivity to 

pattern selection and class imbalance, and outline improvements including ensemble strategies and hybrid 

deep‑learning augmentation. The proposed framework aims to provide a scalable, interpretable, and adaptable 
approach for proactive intrusion detection across diverse network settings. 
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I. INTRODUCTION 

 

The reliance on networked systems across sectors has increased the attack surface for cyber threats. Conventional 

signature‑based intrusion detection systems (IDS) are limited against zero‑day and polymorphic attacks. Machine 
learning offers an alternative by learning patterns of normal behavior and detecting as anomalies. This paper proposes 

an Unsupervised Threat Detection with Isolation Forest Using Synthetic Data System that leverages synthetic traffic 

generation and the Isolation Forest algorithm, an unsupervised method well suited to anomaly detection in 

high‑dimensional spaces. We provide a framework that covers synthetic dataset creation, model development, 
performance evaluation, and results visualization through GUI. 

 

Most working IDS tools rely on pattern checks, rough guesses, or fixed rules built into firewalls along with SIEM 

systems. Though they catch familiar dangers well, they demand frequent tweaks while producing lots of false alarms 

now and then. Besides, real-world data tagged for learning is rare and costly to gather, pushing interest toward self-

learning methods plus artificial samples instead. 

 

Conventional setups often depend on signatures, struggle to adjust, besides costing a lot to keep running. This work 

tackles that issue - spotting anomaly behavior without needing tons of labeled data and learns patterns. 

 

II. LITERATURE SURVEY 

 

Researchers have explored multiple intelligent approaches for intrusion detection using machine learning, deep 

learning, and anomaly-based techniques. While these methods often achieve high accuracy and automation, many rely 

heavily on labelled datasets, static rules, and high computational resources. Such dependencies limit their ability to 

detect zero-day attacks, adapt to dynamic network environments, and scale effectively in large or IoT-based networks. 

Additionally, issues such as false positives, lack of interpretability, dataset imbalance, poor generalization, and 

vulnerability to adversarial manipulation remain open challenges. 
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Earlier IDS research primarily focused on supervised and deep learning models, which perform well on known attacks 

but struggle with unseen threats and real-world variability. Recent studies emphasize the need for lightweight, 

explainable, and unsupervised approaches that can operate on unlabeled or synthetic data. Several works highlight the 

advantages of anomaly detection, the importance of Explainable AI, and the role of synthetic data in overcoming data 

scarcity and imbalance. 

 

Motivated by these findings, this work adopts an unsupervised Isolation Forest model trained on synthetic network 

traffic. The approach reduces dependence on labelled datasets, lowers computational overhead, improves adaptability to 

novel threats, and provides interpretable anomaly scores, making it suitable for real-time and resource-constrained 

environments. 

 

III. METHODOLOGY 

 

This section explains the overall methodology used in the system, covering synthetic data generation, model training, 

anomaly detection, and evaluation. Synthetic network traffic data is generated to represent both normal and anomalous 

network behavior, ensuring realistic traffic patterns that include regular communication as well as abnormal activities. 

The Isolation Forest algorithm is selected for model training due to its effectiveness in identifying anomalies in 

complex, high-dimensional data. As an unsupervised learning approach, Isolation Forest does not require labelled data; 

instead, it learns normal behavior directly from the dataset and detects anomalies as deviations from common patterns. 

The model isolates outliers by randomly selecting features and split values, allowing unusual data points to be 

identified efficiently. After training, the model performs anomaly detection by assigning anomaly scores to new data 

samples based on their deviation from learned normal behavior. A threshold is then defined on these scores to classify 

traffic as normal or anomalous, indicating potential network threats. The system’s performance is evaluated using 

metrics such as precision, recall, F1-score, support, macro average, and weighted average, providing an assessment of 

overall training and testing accuracy. 

 

IV. EXPERIMENTAL RESULTS 

 

Figures show the results of Unsupervised Threat Detection with Isolation Forest Using Synthetic Data. Figs. (a) 

Preview of training datasets used for Isolation Forest Models (b) Features of Synthetic Network Data (c) 

Classification report of the metrics (d) Graphical representation of precision metric for normal and anomaly traffic (e) 

Graphical representation of recall metric for normal and anomaly traffic (f) Graphical representation of F1 – score 

metric for normal and anomaly traffic (g) Graphical representation of support metric for normal and anomaly traffic (h) 

Graphical representation of Macro Average Metric for normal and anomaly traffic (i) Graphical representation of 

Weighted Average Metrics for normal and anomaly traffic  

 

            
 

(a) (b) 
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V. CONCLUSION 

 

The project "Unsupervised Threat Detection Using Isolation Forest on Synthetic Data" shows how machines can spot 

weird network activity - no tagged examples needed. Because actual hacked traffic is tough to get, patterns of network 

traffic which includes both normal and anomaly behavior generated. The Isolation Forest method spots odd data by 

separating unusual points from regular patterns. However, tests using accuracy, precision, recall, or F1-score proved the 

system works fine at detecting anomaly network traffic. 
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